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Need for a DPIA - Article 35(1)
This project has several criteria that warrant a DPIA:
Processing special category data – health & social care data
Large Scale of special category data - Article 35(3)(b)
Children
Vulnerable adults
Access to the full GP record
Processing in this way could be a breach of the Common Law of
Confidentiality, be unfair, and so a breach of Article 5(1)(a)
● Processing in this way is “likely to result in a high risk to the
rights and freedoms of natural persons”
●
●
●
●
●
●

It is policy for Oakley Health Group (OHG) to always undertake a DPIA for
any new, or significant change in an existing, data sharing project
involving the personal confidential (and sensitive) information of our
patients.
DPIAs have already been undertaken for similar data sharing with both
Phyllis Tuckwell Hospice Care (DPIA is here) and SCAS NHS 111 (DPIA is
here); however, in those cases, the “permission to view” data protection
safeguard is in force.
All three organisations access, or would access, the GP record via the
“EMIS Web data sharing” API (Application Programming Interface).
Back to Index

Conflicts of interest
Dr Neil Bhatia has no conflicts of interest in undertaking this DPIA, either
in his role as IG lead/Caldicott Guardian or as the Data Protection Officer
for OHG.
He is neither an employee of, nor receives payment from, the CCG, CSU,
Frimley Health NHS FT, Virgin Care, EMIS Health, the ICO, the NDG, the
GMC, the BMA, or any other related organisation.
Any decision to proceed with processing, as a result of the conclusions of
this DPIA - and subsequent to the approval of, and under any conditions
imposed by, the ICO (if a referral under Article 36 is made) - will be a
partnership decision (majority vote). As a GP partner, however, Dr Neil
Bhatia is entitled to a personal vote on this matter.
Back to Index
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Documents
A (very brief) DPIA
(http://www.regisa.uk/documents/DPIA0021v1Publish.pdf ), undertaken
by the CSU, has been provided as reference for this DPIA.
It should be noted that no assessment of the data protection risk, risk to
privacy, risk to confidentiality, legality, fairness, transparency, or
upholding of data subject rights as a result of the refusal to maintain
“permission to view” has been described within the DPIA.
It has been manifestly ignored.
We have also been provided with an Information Sharing Agreement, as it
good practice between data controllers. A data processing contract is not
required as no data processor is involved.
http://www.regisa.uk/documents/PC200002icsCommEMISv1.pdf
Back to Index

Timescales and “Deadlines”
Does additional, related or subsequent processing depend on deciding on this
processing by a certain date?

No, there is no deadline.
Oakley Health Group have been asked to provide an alternative and
additional route for community services to access the whole GP record.
We have not withdrawn any pre-existing access; the status quo is being
maintained.
This is not an urgent matter in response to the pandemic.
This is a pre-planned migration by Frimley Community Services from one
EPR (Rio) to another (EMIS Web Community).
Neither their database migration nor this DPIA are in response to
COVID-19.
However, FCS have asked us to sign up to this data sharing project and
permit access to our GP record immediately (and so without any
opportunity to inform our patients, were we able to).
Back to Index
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Simultaneous new processing
Is any other data sharing project being launched at the same time, that might
lead to confusion for patients?
Remember when SCR & care.data were launched simultaneously…?

Similar records access for SCAS NHS 111, via GP Connect, is being
introduced simultaneously. Both are similar in that they utilise the EMIS
Web API to access the GP record, and any opt-out (or “objection”) raised
by a patient in order to effect a permanent disabling of access to their GP
record in this way will include both schemes (in addition to many others).
Where the two schemes profoundly differ is in the “Permission to View”
data protection safeguard. GP Connect, a national NHS Digital records
access project, and records access to Phyllis Tuckwell Hospice Care,
absolutely and fully uphold “Permission to View”.
The request from Frimley Community Services is for records access to
occur in the deliberate absence of permission to view.
At the same time, NHS Digital have legally “enriched” all Summary Care
Records (SCR), so a significant amount of information about individuals,
from their GP record, is now (temporarily) available to external
organisations.
And again, the SCR fully upholds permission to view.
(Permission to View – which I will refer to as PTV for the purposes of this
DPIA) is fully described in the section on the Common Law of
Confidentiality)
Back to Index

Is personal data being processed?
Or is this truly anonymous data out with the GDPR/DPA?
Pseudonymised data = personal data

Yes - this is personal, confidential, data.
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Article 35(7)(a)
● The nature of the processing
How will you collect, use, store and delete data? What is the source of the data?
Will you be sharing data with anyone? You might find it useful to refer to a flow
diagram or another way of describing data flows. What types of processing
identified as likely high risk are involved?

This project aims to facilitate bidirectional sharing of information of
patient health records between the practice and Frimley Community
Services (FCS, a joint venture between Frimley Health NHS FT and Virgin
Care) who provide adult community services to the practice, including
community/district nurses). The opportunity to share information in this
way has arisen because of the migration by FCS from their Rio EPR to
EMIS Web Community.
Clinicians and appropriately authorised administrative staff within FCS will
have access the full GP record of that patient. Equally, the practice will be
able to see the full FCS record of the patient (within EMIS Web).
The source of the data is the electronic GP Record and the electronic
health record of FCS.
The data shared consists of the medical records as held by each
organisation. Each organisation remains the data controller for their
records – no data is transferred from one controller to another, and no
data processors are involved. All data is “streamed” in real time.
Access to the GP records is limited to authorised FCS staff involved in
clinical care (i.e. a legitimate relationship).
For access to the clinical health record of an organisation, for direct care
purposes, two important requirements are necessary:
1) There must be a legitimate relationship between the patient and the
individual accessing their record; e.g. the district nurse planning to
see the patient, and not anyone from the district nursing team, or
indeed anyone from the entire service
2) There must be a legitimate reason for such access. Not “just being
nosey” but a valid reason why information from the record is sought
(perhaps a change in medication, or new diagnosis, since referral)
over and above that already provided to, or known to, the service
(e.g. as provided within the original referral letter).
3)
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● Scope of Processing
What is the nature of the data, and does it include special category or criminal
offence data? How much data will you be collecting and using? How often? How
long will you keep it? How many individuals are affected? What geographical
area does it cover? What will we learn about people that we already do not
know, either by obtaining new information or by combining existing information?

FCS will have access to the whole GP record of a referred patient,
including medication, consultations, allergies, test result and documents.
Some “sensitive” clinical codes are excluded. The data is personal
confidential medical data, and so is special category data.
The information is viewed in real-time, i.e. streamed: no data is uploaded
or transferred from one data controller to another. No retention policy is
needed beyond that already in existence for each other’s clinical record.
The practice remains the data controller for the GP record, and FCS
remains the data controller for the FCS record.
The number of people potentially having access to the whole GP record is
considerable, and likely to increase month on month, and year on year.
FCS is a large organisation, providing many disparate community
services. With the shift in patients being increasingly cared for in the
community, the number of services offered, and the number of employees
of FCS having potential access to the whole GP record, will both increase.
● Context
What is the nature of your relationship with the individuals? How much control
will they have? Would they expect you to use their data in this way? Do they
include children or other vulnerable groups? Are there prior concerns over this
type of processing or security flaws? Is it novel in any way? What is the current
state of technology in this area? Are there any current issues of public concern
that you should factor in?

The individuals concerned are patients registered with the GP surgery and
of need of referral to FCS for direct medical care.
Individuals include children and vulnerable adults.
When a patient is referred to FCS, all relevant and necessary clinical
information is already provided within the referral process. This provision
of necessary and relevant information is absolutely an expectation held by
patients – they know that healthcare professionals outside of the GP
surgery require details of the patient’s putative diagnosis, relevant past
medical history, medication, and allergies.
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Such information falls within the ”reasonable expectations” of our
patients, and on this basis the provision of that comprehensive – but
limited – information to the service satisfies the common law of
confidentiality under “implied permission” (in reality though, such a
referral is done under a mixture of implied and explicit permission).
However, patients do not expect their entire GP record to be accessible by
an entire organisation such as FCS, and particularly without their
permission. That would not be a “reasonable expectation”.
The refusal by FCS to agree to data sharing unless permission to view is
actively withdrawn from the information governance requirements of
EMIS Web data sharing poses a very high risk to the ability of patients to
object to such processing – that is, to control their personal confidential
data.
See later for a detailed explanation under data subject rights.
● Purposes
What do you want to achieve? What is the intended effect on individuals? What
are the benefits of the processing for you, and more broadly? What will this
processing allow us to do that we cannot do now?

The sole purpose of this project is to facilitate direct medical care.
The aim of this project is:
•

To share health records, so ensuring information is potentially
available – should it be required - to further inform clinical decision
making by each data controller (i.e. patient care and treatment at the
point of need)

How does this directly benefit data subjects?
What is the intended outcome for individuals?

The potential for better, safer, and maybe more timely care of the
patient.

How does this directly benefit our organisation?
Does this give us a “competitive advantage”?

"If you just treat privacy as a function of regulatory compliance, you’ll do
the bare minimum. Businesses need to think of privacy as a competitive
advantage.”
Anna Cavoukian, Global Privacy and Security by Design Centre
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The expectation is that better, safer, and more appropriate management
of our patients will result in better outcomes for patients, less
admissions to hospital unnecessarily, and the potential for patients to be
dealt with “completely”, so resulting in less need for such patients to
attend their GP surgery subsequently.
Those outcomes are certainly a benefit to our organisation, although
such data sharing is never going to be a deal breaker in any decision by
a patient newly moved into Yateley as to which GP surgery they wish to
join.
A shared care record of this nature does not give us a “competitive
advantage” as such, as our ability to attract newly-registering patients is
not, and has never been, determined by the sheer number of data sharing
projects that we have signed up to.
In fact, sharing information in this way – with the absence of permission
to view and so to the detriment of data subject rights – might even
discourage patients from joining our surgery.
Promoting access to the GP records:
•
•
•
•
•

in a safe, consensual and transparent way
for direct care purposes only
when our patients have been informed of such processing at the
time of referral or at the point of access – that is, “permission to
view” is upheld
when our patients have been afforded the ability to object to such
processing, by that specific service, at the time of referral or at the
point of access – that is, “permission to view” is upheld
and where the GP surgery maintains full control and oversight of
the processing, including the justification for any such access
(explicit permission given or access under “break
glass”/emergency justification)

would be reassuring to our existing patients (and any new patients) and
further enforce our standing as a practice that fully upholds the privacy,
confidentiality, and data protection of our patients’ GP records.
But the refusal of FCS to engage with this project unless we agree to the
removal of the permission to view safeguard does not allow us to achieve
any of those aims.
Back to Index
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Article 35(9) – Consultation
● Consultation process with data subjects & others
Was it undertaken? Do we need to? Do we need to get advice from experts?
Is their written advice already out there about this
(NDG, GMC, MDU, BMA, UKCGC)?

There has been no consultation by Frimley Community Services, or SCW
CSU, with patients as to the introduction of this records access data
sharing service.
There has been no consultation by Frimley Community Services, or SCW
CSU, with patients as to their insistence on the removal of permission to
view, and the impact that would have on the patient rights and
expectations.
There has been no consultation by Frimley Community Services, or SCW
CSU, prior to sending out the information sharing agreement, with GP
surgeries (as data controllers), or the IG leads/Caldicott Guardians within
those surgeries, or the (2) data protection officers covering the practices
within North East Hampshire and Farnham CCG, as to their insistence on
the removal of permission to view and the profound impact that would
have on adherence to common law, regulatory guidelines and principles,
and upholding of the data protection principles enshrined in GDPR.
Oakley Health Group has not undertaken any consultation with our
patients about this processing. Were permission to view maintained, I
cannot see any absolute need to consult, as all we would be doing would
be to extend, to FCS, our pre-existing data sharing:
•

•
•
•
•

via EMIS web, with Phyllis Tuckwell Hospice Care and NHS 111
(and in due course, via GP Connect, with SECAMB and NHUC, our
GP out of hours provider)
via the Summary Care Record
via CHIE (formerly the Hampshire Health Record)
via Remote Consultations to NHUC
via Cross Organisation records sharing to Salus, a provider of
enuresis services

all of whom uphold the principle of permission to view (either in advance
of the first access to their GP record, or contemporaneously at the point
of access with the patient present).
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We would have to consult with our patients if we introduced a data
sharing scheme that was so fundamentally different from all other types
of GP records access that we allow.
Aspects of this project are at odds with established guidance from expert
organisations (e.g. GMC, BMA, NDG) and their advice on this must be
sought.
In a previous DPIA for a local health care record (Connected Care) I
sought the advice of those organisations on “permission to view” and
access to the GP record by external organisations.
(That DPIA has not proceeded simply because the data processor involved
has refused to provide us with a lawful, Article 28 compliant, data
processor contract)
I will therefore reproduce those organisations’ advice in this DPIA as it is
directly applicable to PTV and this “shared record” scheme, appended to
the end of this DPIA.
The BMA Ethics Committee kindly provided me with their analysis of
Connected Care’s proposed data sharing model (again, proposing no
permission to view), and on that particular aspect said:
“7. There is no ‘consent to view’ principle. It is not clear why this
established safeguard is missing from the proposal. ‘Consent to view’ may
mitigate against a breach of common law for the initial extraction of the
data – however, this is a legal point on which I am unable to advise.
Even if ‘consent to view’ was to be applied, however, it is not a substitute
to bypass the transparency and ‘right to be informed’ requirements of the
GDPR”

Response from the National Data Guardian
Response from the General Medical Council
Response from the UK Caldicott Guardian Council
Back to Index
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Article 35(7)(b)
•

Necessity and proportionality (data protection compliance)

Common Law (CLoC)
How is this met?

Throughout this DPIA I will refer to “Permission to View” (PTV)
instead of “explicit consent” when it comes to the act of directly
asking a patient whether they are happy for their shared care
record to be accessed.
Data protection law requires that personal data must be processed
lawfully. This means it must be processed in accordance with any duty of
confidentiality that applies. The ‘reasonable expectations’ of the patient
should be the test as to whether a duty of confidence arises.
“I believe that placing the patient’s expectations at the centre of matters
of confidentiality is right”
“As part of this work we have considered the important role that the
reasonable expectations of the patient might play in ensuring valid use of
implied consent, given the emphasis that the courts have placed on the
concept of ‘reasonable expectations’ since the incorporation of the Human
Rights Act into UK law.”
(NDG Letter to the ICO, 2018, regarding the Royal Free’s use of Streams)
Confidential medical information, provided in confidence to GP surgeries,
is processed in this project, and accordingly we must comply with the
CLoC.
The act of making accessible a GP record, to an external organisation,
takes place under an “implied consent mechanism”, in common with all
local care record (“shared care records”) projects across England, with
NHS 111GP Connect records access via GP Connect, and with the National
Summary Care Record.
“Consent can be implied at this stage because no sharing has taken
place.”
(My Care Record)
We rely on implied consent to make an individual’s GP record accessible
via EMIS Web data sharing. And that absolutely satisfies the CLoC, as no
information has yet been disclosed to a third party.
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We do not seek the explicit permission from each of our 28,000 patients
before making their information accessible in this way (or, for example,
uploading their data to a 3rd party local health and care record database).
Permission to View
The issue with the proposal put forward by FCS (i.e. the abject absence of
permission to view) arises when that information is accessed by clinicians.
Permission to View (asking the patient if they are happy for the individual,
team, or entire service, to access their shared record) needs only to be
sought once from the patient, so-called enduring PTV. It can, of course,
be asked on each access of the record (as is the policy for NHS 111
access via GP Connect).
It is our policy at OHG to seek that upon referral to the relevant service,
and we aim to record bi-directional, enduring, permission to view from
the patient, and convey that PTV to the end-organisation as part of the
formal referral – so that the receiving organisation does not even have to
seek it from the patient (i.e. we’ve done it for them).
If PTV is not apparent then anyone from that service (e.g. admin) can
contact the patient and record the patient’s PTV, enduring if so wished,
prior to the first access by a healthcare professional. Thereafter,
whenever the GP record is accessed (or we access the service’s record)
then choosing “Patient has given consent” (see image below) can be
confidently and lawfully done. The patient does not have to be asked each
time.
Where PTV is not possible (the patient is unconscious, too unwell, lacks
capacity, or other compelling need) then “emergency access” is, of
course, an entirely lawful and permissible option to record within the PTV
box, and the reason for such access will be recorded as such in the audit
trail.
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As is evident, the “choices” that are on offer to the clinician accessing the
record closely mirror those needed to satisfy the CLoC.
For some projects - notably the Summary Care Record(SCR), such
“enduring” permission to view can be explicitly provided by the patient –
allowing a particular organisation, for example A&E at a local hospital,
permission to access the shared SCR for 12 months (without needing to
ask the patient each time), on an understanding that the patient can
revoke such enduring access at any time (and should be regularly asked if
they wish to).
Within Annex K.1 of the ISA provided by FCS, the assertion is made that
since “Consent” is not the legal basis (as in, Article 6 and Article 9) for
such processing, permission to view is not required as it would constitute
“Consent” for the purposes of the GDPR. That is wholly untrue.
FCS have confused “permission to view” (i.e. explicit consent to access
the record) with the legal basis to process such data. Permission to view
does not require compliance with GDPR consent provisions. That would
only be the case if Article 6(1)(a), and/or 9(1)(a), was to be the legal
basis.
Processing of information is not based on the data subject’s consent. The
explicit consent (permission to view) required is to ensure compliance
with common law, to mitigate against loss of data subject rights – to be
informed and the right to object, to mitigate against potential breaches of
data minimisation, and to ensure the Caldicott principle of “no surprises”.
And to maintain trust in the way that the NHS handles confidential and
sensitive medical information.
“In the material that you have sent us, you highlight an issue that my
panel and I have seen occurring in a number of places this year, namely
confusion between the requirement of GDPR and the common law,
particularly on the issue of consent. I agree that when confidential patient
information is being shared the requirements of both GPDR and the
common law should be considered. I also agree that even where consent
is the basis on which the duty of confidentiality is set aside, it is not
necessarily the case that consent is the appropriate GDPR basis for
processing. I do appreciate that this is a complex message for some in
the health and care system to absorb”.
(NDG, personal correspondence with Dr Neil Bhatia, here)
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What do others say about express/explicit consent (permission to view)?
“29 If you suspect a patient would be surprised to learn about how you
are accessing or disclosing their personal information, you should ask for
explicit consent unless it is not practicable to do so (see paragraph 14).
For example, a patient may not expect you to have access to information
from another healthcare provider or agency on a shared record.”
(GMC)

•

If patients decide to have a shared record they should be able to make
decisions about which organisations can access their records.

•

If patients decide to have a shared record, their explicit consent to
view must be obtained e.g. where a practice other than the patient’s
registered practice is seeking to view the record for the delivery of outof-hours care.

In exceptional circumstances, for example if the patient is unconscious
and immediate access to the record is necessary, it may be appropriate to
access the record without consent to view.
Healthcare professionals should only view the information relevant to
their care setting, unless the patient has given their explicit consent for
the full record to be viewed. In the BMA’s view, it is unnecessary for a
physiotherapist treating ligament damage to access the entire medical
history, for example.
(BMA)

The integrated care record – the set of electronically connected records
– is created and made available by implied consent.
Consent can be implied at this stage because no sharing has taken
place. However, before a record is actually accessed the explicit consent
of the patient at the point of care is required .
(My Care Record)

Consent for Creating Shared Records, IGA
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“The Review Panel concluded that consent should be obtained before
sharing a patient’s whole care record with other registered and regulated
health and social care professionals for the purposes of direct care. Any
exceptions to this guidance should be based on professional judgement in
individual cases.”
(NDG, 2013 To share or not to share? The Information Governance Review)

“You are quite correct in stating in your correspondence with my office
that my 2016 and 2013 reviews re-iterated the Caldicott Principles, and
that only relevant information about a patient should be shared between
health professionals in support of their care. Both took the position that
explicit consent should be obtained before accessing someone’s whole
record.”
(NDG, personal correspondence with Dr Neil Bhatia, see here)

“Trust is an essential part of the doctor-patient relationship and
confidentiality is central to this. Patients may avoid seeking medical help,
or may under-report symptoms, if they think their personal information
will be disclosed by doctors without consent, or without the chance to
have some control over the timing or amount of information shared.”
(GMC)
“Asking for a patient’s consent to disclose information shows respect and
is part of good communication between doctors and patients.”
(GMC)

“Permission to view for direct care provision is designed to ensure that a
patient has been informed how their personal information is being used. It
also allows the patient to determine who can view this information in the
context of the care being provided.”
Summary Care Record - Permission to View Guidelines
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Permission to View – built-in to EMIS Web data sharing but looking to be
disabled by FCS – clearly fulfils the CLoC. There is no question of that.
•
•

We rely on implied consent (permission) to make an individual’s GP
record accessible via EMIS Web data sharing.
We rely on the patient’s explicit consent (permission) to permit
actual access to the personal confidential data, by the consuming
organisation (whether PTHC or NHS 111)

It is important to understand that “Permission to View” is a way to satisfy
the CLoC (and other important data protection principles). It is not
“consent” as understood by the GDPR, and/or as legal bases.
Back to Index
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Caldicott Principles
1. Justify the purpose(s)
How is this met?

The purpose for such data processing has been detailed and justified.
2. Don’t use personal confidential data unless it is absolutely necessary
How is this met?

For direct medical care purposes, it is essential to use personal
confidential data.
3. Use the minimum necessary personal confidential data
How is this met?

No individual in the community service would ordinarily warrant access to
the full, historic GP record of a patient, especially since they will have
already been provided with all necessary and relevant information as part
of the referral process. The whole GP record is far in excess of that
potentially required by, for example, any physiotherapist, occupational
therapist or podiatrist.
GP surgeries are acting at odds with this principle by making the whole
GP record accessible in this way. However, any such divergence from this
principle could – and would - be mitigated by PTV.
See “Data Minimisation” Under Article 5 principles, later in this DPIA.
4. Access to personal confidential data should be on a strict need-to-know
basis
How is this met?

FCS have safeguards in place to ensure that only those authorised to view
GP records (a “legitimate relationship”) within their organisation can do
so.
Only those with a “legitimate relationship” with the data subject – i.e.
those providing him/her with direct medical care at the time - is entitled
to access the shared care record.
5. Everyone with access to personal confidential data should be aware of
their responsibilities
How is this met?

FCS ensures that this is the case for its employees.
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6. Comply with the law
How is this met?

There are legal bases for processing data in this way.
Data is only processed for direct medical care.
The provision of all relevant and necessary information within a referral
agreed with the patient, and on the basis of “implied permission”, is
perfectly lawful and in line with the reasonable expectations of the
patient. It absolutely complies with the CLoC.
Seeking permission to view before accessing the shared record
absolutely complies with the CLoC.
However, compliance with common law is uncertain if permission to view
is not sought.
In my personal opinion, access to the whole GP record by an
organisation outside of the surgery without permission to view
(explicit permission) is a breach of common law.
7. The duty to share information can be as important as the duty to
protect patient confidentiality
How is this met?

The sharing of detailed information from the GP record in such
circumstances is beneficial, as long as this is lawfully achieved.
This is sharing of information, for direct medical care.
But it is only one way of sharing information.
GP surgeries are under a duty to share information when needed, and
such a duty is absolutely discharged when all relevant and necessary
information is provided within a referral agreed with the patient, and on
the basis of “implied permission”.
Should anyone from the FCS require any information about any of our
patients that they have a legitimate relationship with, we will, as ever,
provide all relevant information. We are duty bound to.

18

v1.2

Dr Neil Bhatia, OHG

Data Protection Impact Assessment (DPIA)
Frimley ICS Community Services (No PTV) – EMIS Web
They can contact us, and/or we can provide that information:
•
•
•
•
•
•

In person, if present at one of our 3 surgeries
By telephone (8:30am -8:00pm M-F and Sat 08:30am - 11:30am)
By email (NEHFCCG.OHG@nhs.net or personally to the GP)
By SMS text (to the relevant GP)
Via Microsoft Teams, recently enabled for the NHS
By any other form of secure messaging

And we share information via a multitude of other data sharing projects.
Providing access to the GP record via EMIS Web data sharing might be
beneficial, and in this way is certainly convenient, but it can only happen
if unquestionably lawful, fair, transparent, ethical, and upholding of
subject rights.
Back to Index
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Article 5 GDPR – the data protection principles
The fundamental principles which aim to ensure compliance with the spirit of
data protection law and the protection of the rights of individuals (data
subjects).
Personal data shall be:

a) processed lawfully, fairly and in a transparent manner in relation to
individuals (lawful purpose)
•
•
•
•
•
•
•

A legal basis under GDPR
Be otherwise compliant with the requirements of the GDPR and DPA 2018
Not involve any otherwise unlawful processing or use of personal data
Be fair towards the individual
Avoid being unduly detrimental, unexpected, misleading or deceptive
Clear and transparent to individuals and regulators
Is this met?

There are lawful bases for processing such data:
Article 6(1)(e) – Official Authority
Article 9(2)(h) – Provision of Health
We do not process, and have never processed, data under the
legal bases of consent (Art 6(1)a or 9(2)a).
Under the DPA 1998 we processed such data under Schedule 2
part 5 (equiv. to Article 6) and Schedule 3 part 8 (equiv. to
Article 9).
The absence of permission to view could well be in contravention of
common law; and – in my personal view – is a breach of the CLoC.
The absence of permission to view could well be in contravention of
Article 8 of the Human Rights Act.
Access to the whole GP record in this way – and accessible across a large
geographical area and by very many healthcare professionals - is going to
be unexpected.
“In general, fairness means that you should only handle personal data in
ways that people would reasonably expect and not use it in ways that
have unjustified adverse effects on them. You need to stop and think not
just about how you can use personal data, but also about whether you
should.” (ICO)
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The absence of PTV – resulting in the inability to be informed, to object in
a granular way, to control their data, and in the right not to be surprised,
makes this processing unfair to our patients.
“You must also ensure that the sharing happens in a way that people would
not find unexpected “
(ICO, Data Sharing code of practice, draft for consultation)
And if we cannot inform our patients, and the backstop to that – PTV – is
absent, then we cannot be transparent with them about how we process
their data.
“Individuals have to know what is happening to their data”
“You must ensure that individuals know which organisations are sharing
their personal data and which ones have access to that information”
(ICO, Data Sharing code of practice, draft for consultation)
The absence of PTV is unduly – and deliberately – detrimental to the basic
data protection rights and expectations of the patients that entrust us
with their most personal and confidential data.
b) collected for specified, explicit and legitimate purposes and not further
processed in a manner that is incompatible with those purposes
(purpose limitation)
•
•
•
•

Specified, explicit, legitimate purposes
Clear and open from the outset
Purposes in line with individual’s reasonable expectations
How is this met? How do we prevent function creep?

Processing is limited to direct care purposes only.
c) adequate, relevant and limited to what is necessary in relation to the
purposes for which they are processed (data minimisation)
“Necessary”:
•
•
•

•

It must be a targeted and proportionate way of achieving that purpose
It must be more than just useful or habitual
We cannot reasonably achieve the same purpose by some other less intrusive
means – and in particular if we could do so by using non-special category
data
It is not enough to argue that processing is necessary because it is part of
our particular business model, processes or procedures, or because it is
standard practice

How is this met?
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“You should only share the specific personal data needed to achieve your
objectives.”
(ICO, Data Sharing code of practice, draft for consultation)

The level of information available to anyone accessing the shared (and
whole) GP record is potentially vast – and likely to be far in excess of that
required
•
•
•

by any given professional
for any given organisation outside of the GP surgery
for any given purpose

The information available for a patient presenting to a district nurse with
a laceration to the forehead – and this is information that would be
accessed without the data subject’s express permission – is almost
certainly excessive. Their gynaecological history is totally irrelevant, as it
is if they to present to a walk-in-centre with earache or see a community
optician for an eye check.
It is of course arguable as to whether their GP record should be accessed
at all in such circumstances, given that any competent nurse would be
able to take a relevant history from such a patient.
Referrals to specialist services (such as provided by FCS)
Particularly important to GPs (though applicable to all doctors) is the
principle of providing only that information which is relevant and
necessary to a specialist when a patient is referred to a hospital
outpatient clinic or community service. Unnecessary, excessive and
unjustified amounts of personal medical information have historically been
disclosed to such organisations.
“GPs are breaching patient confidentiality by routinely including
‘inappropriate' information in computer-generated referral letters, LMC
leaders have warned.”
http://www.pulsetoday.co.uk/warning-on-referral-letters-withinappropriate-history/13303743.article
“Information sharing in this context is acceptable to the extent that health
professionals share what is necessary and relevant for patient care on
a 'need to know' basis”
(BMA)
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“When confidential information is shared it should be relevant, necessary
and proportionate.
When confidential information is shared within the care team, only
information that is relevant, necessary and proportionate should be
shared. Close attention must be paid when applying this test to avoid
compromising care. There are data protection principles involved, such as
the need to demonstrate that:
•
•
•

there is a clear purpose, for example to help with a diagnosis.
the purpose could only be achieved by the sharing of confidential
information.
the extent of the information sharing is kept as limited as possible,
consistent with achieving the clear purpose.

Where confidential information is stored in a way that makes it practicable
to separate pieces of confidential information, it is not acceptable to share
all information in an individual’s care record unless the confidential
information is relevant and appropriate to the individual’s care. For
example, only part of a patient’s medical history may be relevant
to a new referral so the rest of the medical record should not be shared
unless there is a clinical reason to do so”
A guide to confidentiality in health and social care, NHS Digital
“Appropriate information sharing is an essential part of the provision of
safe and effective care”
“Most patients understand and expect that relevant information must be
shared within the direct care team to provide their care”
“You should share relevant information with those who provide or
support direct care to a patient, unless the patient has objected”
(GMC)

However, the need to share some information does not entail the
sharing of everything, for example, a patient may tell a GP she is
pregnant, but not by her husband, and she does not consent to this
information being shared with any other doctor. Or a professional in a
particular field, such as a physiotherapist treating a patient’s knee, may
not need to know about his impotence.
The Review Panel concluded that in line with the original Caldicott review
principles, only relevant information about a patient should be shared
between professionals in support of their care. (p.37)
Information: To share or not to share? The Information Governance Review
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When an individual provides consent for sharing information about them
for a particular purpose (either for direct care or for other purposes), this
consent provides a legal basis for that information sharing. Explicit
consent provides a legal defence to potential claims for breach of
confidence and breach of privacy; it also ensures that the conditions for
processing sensitive personal information in schedules 2 and 3 of the Data
Protection Act 1998 are met. Consent may either explicit or, in certain
circumstances, implied.
Even when consent has been given, this does not mean that
information which is unnecessary or irrelevant must be shared.
The individual is usually able to give consent for any information sharing
needed to safely provide that care. Very few individuals ever express
concern about information sharing where they see it as necessary to
provide their care (for ‘direct care’). Consent for the necessary sharing of
information to support care delivery can be inferred from the fact that an
individual agrees to receive that care, however, only relevant
information should be shared.
A guide to confidentiality in health and social care, NHS Digital

It is a fundamental responsibility of a doctor, when involving others in
the care of their patients, to select and then disclose only necessary and
sufficient information for the care needed or anticipated.
Exchanging unnecessary and excessive information is disrespectful of
the patient and the recipient and contrary to GMC and other
requirements.
(BMA)
In addition, the service might well be accessing information that the
patient had specifically withheld from the referral letter. There may be
good reasons why some information is not present within the referral
letter - most commonly, because it is not relevant, but it may be that
the patient has expressly objected to the inclusion of particular medical
information, even if of relevance to the service being referred to.
Even if excessive information is being made available – potentially
accessible – that can be mitigated again, to some degree, by asking the
patient for their explicit permission to access additional information within
the shared record. That is, seeking permission to view.
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Patients would then have the opportunity to be informed of the shared
care record’s existence and be provided with reasons why that
professional feels it warranted to access information beyond that provided
by the patient’s GP referral letter. The patient can then say yes, or
“no – you ask me directly if you want any more information”.
Access to the GP record is but one way of providing additional, or new,
information to a service such as FCS, over and above that already given
within the referral process. And, to date, the community services have not
had direct access to the GP record (save for a handful of district nurses
co-located within Yateley Medical Centre).
We can provide information to community services in many other ways,
and information derived from the GP record is also available to that
service when the GP surgery is closed (e.g. via CHIE/HHR and the
National Summary Care Record), notwithstanding any information
provided by the patient.
It would be unquestionably useful for FCS to have direct GP access via
EMIS Web data sharing – but not essential. The diverse community
services have existed for very many years without such direct access.

d) accurate and, where necessary, kept up to date (accuracy)
How is this met?

The GP records are kept up to date. EMIS Web data sharing provides a
“real-time view” of the record to FCS.
e) kept in a form which permits identification of data subjects for no
longer than is necessary for the purposes for which the personal data are
processed (storage limitation)
How is this met?

No data is stored by FCS.
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f) processed in a manner that ensures appropriate security of the
personal data (confidentiality)
How is this met?

No data is extracted or uploaded out of the GP records database.
The ability to view each other’s records in this way takes place in a secure
cloud-based, encrypted environment, hosted by EMIS Health, and via
secure communication channels. Only those authorised (by each
organisation) to view such records can do so.
No data is transferred anywhere, including outside of the EEA.
Back to Index
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No surprises
“3.2.6 The Review heard that patients may have elements of their record
that they do not want to be shared and felt that sharing their whole
record was not necessary for direct care. In line with the Caldicott
principles and the last review, only relevant information about a patient
should be shared between health professionals in support of their care.
Explicit consent should be obtained before accessing someone’s whole
record."
“3.2.0 …there should be ‘no surprises’ for the individual about who has
had access to information about them.”
(NDG, 2016 Review of Data Security, Consent and Opt-Outs)
“…there must be no surprises to the citizen about how their health and
care data is being used”
“ Failing to offer this choice to people can accelerate discontent with how
they are being informed and consulted, resulting in a growing rejection of
the benefits of data sharing. “
(NDG, Building trust in the use of data across health and social care)
3.2.7 In focus groups of members of the public, the Review heard that
people were comfortable with data being shared with care professionals
for their care, but not anywhere else within the local authority. There was
a concern that social care departments might share data with the rest of
the council e.g. housing or finance. The Review also heard that people
may be surprised that information was shared across health and social
care: ‘If a social worker say wants to access your medical records, I think
you should sign a form giving your consent’.
(NDG, 2016 Review of Data Security, Consent and Opt-Outs
“29 If you suspect a patient would be surprised to learn about how you
are accessing or disclosing their personal information, you should ask for
explicit consent unless it is not practicable to do so (see paragraph 14).
For example, a patient may not expect you to have access to information
from another healthcare provider or agency on a shared record.”
(GMC)
Is this met?
Does the data subject know that we are disclosing?

No.
With the best will in the world, OHG cannot hope to fully inform all our
28,000+ patients about this project. Inevitably, patients will present to
organisations out with the GP surgery and be completely unaware of the
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existence of such a shared care record about them – potentially
containing a huge amount of confidential medical information.
The first time that they might be aware could be after their record has
been accessed – without their knowledge and without their permission.
Many patients would not expect allied health professionals
physiotherapists, podiatrists etc – to have access to very detailed
information about them, from their GP record, outside of the surgery.
At least, not without their explicit permission.
But “no surprises” can be mitigated against – with “permission to view”.
By asking the patient if they are happy for any particular professional, or
a particular team, within a particular organisation, and for a particular
purpose, for their explicit permission before accessing that shared record,
patients are simultaneously being informed of the its existence (which
they might not be aware of) and of their right to object on that occasion
(which they cannot do unless they are asked if they object).
The withdrawal of permission to view vastly increases the likelihood that a
patient would be surprised (and likely, very angry) that such information
about them had been both made available and been accessed without
their knowledge.
Patients are happy for doctors to be able to view detailed medical
information – less so for some types of nurses or allied health
professionals.
Patients can withhold from view individual items from their GP record.
Their GP can mark a particular diagnosis, for example, as “confidential”.
But that cannot happen unless the patient knows that such a shared
record exists and will be accessed without their permission. Only then can
they approach their GP and ask for specific items to be marked as
confidential (or opt-out completely).
There should not be any occasion when the first time that a patient
realises that he/she has a shared care record in existence, and that it has
been accessed out with the GP surgery, is after that access has occurred
– without the patient’s knowledge, without their permission, and without
any opportunity for the patient to object.
And that would be a data protection – and data privacy - disaster.
Back to Index
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GMC Confidentiality Principles
A Use the minimum necessary personal information. Use
anonymised
information if it is practicable to do so and if it will serve the purpose.
b Manage and protect information. Make sure any personal
information you hold or control is effectively protected at all times
against improper access, disclosure or loss.
c Be aware of your responsibilities. Develop and maintain an
understanding of information governance that is appropriate to
your role.
d Comply with the law. Be satisfied that you are handling personal
information lawfully.
e Share relevant information for direct care in line with the
principles in this guidance unless the patient has objected.
f Ask for explicit consent to disclose identifiable information about
patients for purposes other than their care or local clinical audit,
unless the disclosure is required by law or can be justified in the
public interest.
g Tell patients about disclosures of personal information you make
that they would not reasonably expect, or check they have received
information about such disclosures, unless that is not practicable
or would undermine the purpose of the disclosure. Keep a record of
your decisions to disclose, or not to disclose, information.
h Support patients to access their information. Respect, and help
patients exercise, their legal rights to be informed about how their
information will be used and to have access to, or copies of, their
health records.
https://www.gmc-uk.org/ethical-guidance/ethical-guidance-for-doctors/confidentiality/the-mainprinciples-of-this-guidance
Are these all met?

a&e:

No – see elsewhere in this DPIA regarding data minimisation

b&c:

Yes

d:

No – see elsewhere in this DPIA regarding CLoC & HRA

f:

Not relevant as this project is for direct care purposes only

g:

No – see elsewhere in this DPIA regarding Permission to View

h:

Yes (though Not relevant to this DPIA)
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The Human Rights Act 1998
Article 8 of the Human Rights Act protects our privacy, our family life, our
home and our communications.
“Everyone has the right to respect for his private and family life, his home
and his correspondence “
Article 8 of the European Convention on Human Rights: Right to respect for
private and family life

This means respect for private and confidential information, including the
storing and sharing of data. And that very much includes medical
information (which includes correspondence between the patient and their
healthcare providers).
The Human Rights Act 1998 made the ECHR part of domestic law.
164. Respecting the confidentiality of health data is a vital principle in the
legal systems of all the Contracting Parties to the Convention. It is crucial
not only to respect the privacy of a patient, but also to preserve his or her
confidence in the medical profession and in the health services in general.
Without such protection, those in need of medical assistance may be
deterred from revealing such information of a personal and intimate
nature as may be necessary in order to receive appropriate treatment
and, even, from seeking such assistance. They may thereby endanger
their own health and, in the case of communicable diseases, that of the
community.
The domestic law must therefore afford appropriate safeguards to prevent
any such communication or disclosure of personal health data as may be
inconsistent with the guarantees in Article 8 of the Convention (Z v.
Finland, § 95; Mockutė v. Lithuania, §§ 93-94).
https://www.echr.coe.int/documents/guide_art_8_eng.pdf
Guide on Article 8 of the European Convention on Human Rights, Dec 2018

In April 2019, SCW CSU (who are “brokering” this data sharing project on
behalf of Frimley Community Services) asserted that:
“However it seems that the problem with explicit consent that people are
not understanding is that explicit consent puts professionals at odds with
both GDPR and human rights legislation.”
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Of course, as previously detailed, the CSU are deliberately conflating
“explicit consent” as recognised by the CLoC (i.e. explicit permission) with
the Article 6 and 9 legal bases of “Consent”, which play no part in this
processing.
The Article 8 right reflects the common law duty of confidentiality in that
patient information should only be disclosed with that patient’s explicit
consent.
It is impossible to see how asking a patient whether you can access their
medical information (and asking that question might be the very first time
that the patient becomes aware that information from their GP record had
been made accessible to the external organisation), so upholding their
right to be informed and their right to object, would be a breach of Article
8.
Not asking the patient for their permission to view is likely to be a breach
of Article 8.
Back to Index

31

v1.2

Dr Neil Bhatia, OHG

Data Protection Impact Assessment (DPIA)
Frimley ICS Community Services (No PTV) – EMIS Web

Data Processors – Article 28
A controller determines the purposes and means of processing personal data.
A processor is responsible for processing personal data on behalf of the
controller and can act only upon the instructions of the controller.
Does the practice retain full data controllership?
How do we ensure that processors comply?

Does processing require the use of a data processor?
NO
If yes:
Has a written data processor contract been provided?
Choose an item.
Are both the controller and processor parties to the contract?
Choose an item.
Are both controller and processor signatories to the contract?
Choose an item.
Does the processor contract contain the following compulsory details?
•

the name of the controller and the processor
Choose an item.

•

contact details for the controller and the processor
Choose an item.

•

the subject matter and duration of the processing
Choose an item.

•

the nature and purpose of the processing
Choose an item.

•

the type of personal data and categories of data subject
Choose an item.

•

the obligations and rights of the controller
Choose an item.
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Does the processor contract contain the following compulsory terms?
•

the processor must only act on the written instructions of the controller
(unless required by law to act without such instructions)
Choose an item.

•

the processor must ensure that people processing the data are subject to
a duty of confidence
Choose an item.

•

the processor must take appropriate measures to ensure the security of
processing
Choose an item.

•

the processor must only engage a sub-processor with the prior consent of
the data controller and a written contract
Choose an item.

•

the processor must assist the data controller in providing subject access
and allowing data subjects to exercise their rights under the GDPR
Choose an item.

•

the processor must assist the data controller in meeting its GDPR
obligations in relation to the security of processing, the notification of
personal data breaches and data protection impact assessments
Choose an item.

•

the processor must delete or return all personal data to the controller as
requested at the end of the contract
Choose an item.

•

the processor must submit to audits and inspections, provide the
controller with whatever information it needs to ensure that they are both
meeting their Article 28 obligations, and tell the controller immediately if
it is asked to do something infringing the GDPR or other data protection
law of the EU or a member state
Choose an item.

Does the processor contract?
•

state that nothing within the contract relieves the processor of its own
direct responsibilities and liabilities under the GDPR
Choose an item.

•

reflect any indemnity that has been agreed
Choose an item.

•

contain an expiration date for processing (after which all processing must
cease)
Choose an item.
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•

Make clear how either the data controller or the data processor may
voluntarily terminate the contract, including the notice required
Choose an item.

Is it clear that the data processor must?
•

only act on the written instructions of the controller (Article 29)
Choose an item.

•

not use a sub-processor without the prior written authorisation of the
controller (Article 28.2)
Choose an item.

•

co-operate with supervisory authorities (such as the ICO) in accordance
with Article 31
Choose an item.

•

ensure the security of its processing in accordance with Article 32
Choose an item.

•

keep records of its processing activities in accordance with Article 30.2
Choose an item.

•

notify any personal data breaches to the controller in accordance with
Article 33
Choose an item.

•

employ a data protection officer if required in accordance with Article 37
Choose an item.

Does Oakley Health Group retain full data controllership over all
aspects of processing?
Choose an item.
Is Oakley Health Group inadvertently becoming a data controller for
information out with the GP record?
Choose an item.

Back to Index
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Article 25 (2) – Data Protection by Default
Data Protection by design and default is a legal requirement under GDPR.
Article 25 specifies that, as the controller, we have responsibility for
complying with data protection by design and by default
‘The controller shall implement appropriate technical and organisational
measures for ensuring that, by default, only personal data which are necessary
for each specific purpose of the processing are processed. That obligation applies
to the amount of personal data collected, the extent of their processing, the
period of their storage and their accessibility. In particular, such measures shall
ensure that by default personal data are not made accessible without the
individual's intervention to an indefinite number of natural persons.’
Are we “not processing additional data unless the individual decides we can”?
Are we “providing individuals with sufficient controls and options to exercise
their rights”?
“Data protection by design and default” is a legal obligation requiring you to put
in place appropriate technical and organisational measures to:
• implement the data protection principles in an effective manner; and
• safeguard individual rights.
(ICO, Data Sharing code of practice, draft for consultation)

There appears to be little regard to data protection by default in the way
that the request to share data has been provided to us.
The absence of permission to view significantly impacts on the rights,
choices, and control of personal data by both patients (data subjects) as
well as practices.
The decision to remove permission to view is wholly unnecessary.
Back to Index

Data Processors (Article 28)
Are we only using a data processor that provides “sufficient guarantees to
implement appropriate technical and organisational measures in such a manner
that the processing will meet the requirements of this Regulation and ensure the
protection of the rights of the data subject”?

N/A
Back to Index
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Privacy as the default setting
Is it?

With the deliberate absence of permission to view, no.
Back to Index

Privacy embedded into design
Is it?

With the deliberate absence of permission to view, no.
Back to Index
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Ability to implement Data Subject Rights
How is this met?

“You have the right to be informed about how your information is used.
You have the right to request that your confidential information is not
used beyond your own care and treatment and to have your objections
considered, and where your wishes cannot be followed, to be told the
reasons including the legal basis.
The NHS also pledges: where identifiable information has to be used, to
give you the chance to object wherever possible.
You should aim to: inform patients about the use of their confidential
information and to record their objections, consent or dissent.”
(NHS Constitution, Respect, consent and confidentiality)
“You must have policies and procedures that allow individuals to exercise
their rights with ease.”
(ICO, Data Sharing code of practice, draft for consultation)
1. The Right to be informed
Can we provide a comprehensive privacy policy?
How are people informed about this use of their data?
Can we provide an appropriate one for children if needs be?
Is another data sharing project being launched at the same time?

“You must ensure that individuals know what is happening to their
data. They must know which organisations are sharing their personal
data and which ones have access to that information, unless an
exemption or exception applies.
Before sharing data, you must tell individuals about what you propose
to do with their personal data in a way that is accessible and easy to
understand.”
(ICO, Data Sharing code of practice, draft for consultation)
No matter how comprehensive our privacy notices are, no matter how
widely we advertise this project, and no matter how long we do so
before commencing processing, we cannot hope to adequately inform
but a fraction of our 28,000+ patients of this data sharing scheme.
We are in the middle of a pandemic.
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There is little or no footfall in our GP surgery, and with the increasing
use of telephone, video, and e-consultations, there will be reducing
footfall. All our prescriptions are sent electronically. The ability to reach
people via posters, leaflets, handouts, or messages attached to paper
prescriptions is non-existent.
We have a Facebook page but less than 1000 followers. Any post
concerning data protection is completely drowned out at present by an
endless stream of COVID-19 related messages and memes.
We have a website, but we have no idea how many of our patients
even look at it.
“You must treat fairly all the members of a group of individuals whose
data you are sharing. If you treat most individuals fairly in your data
sharing arrangement but treat even one individual unfairly, it will still
be a breach of this principle.”
(ICO, Data Sharing code of practice, draft for consultation)
The very people that Frimley Community Services are likely to have in
their caseload are the elderly, the frail, the very ill, and the
housebound. These make up a considerable fraction, if not the
majority, of our digitally disadvantaged.
They can, and will, never be effectively informed by us.
And in fact, it has never been possible to reliably inform patients about
new processing – despite our best intentions. We simply cannot reach
anywhere close to a majority of people however we try. We have to
rely on safeguards such as PTV to ensure that, for any individual, their
data will not be processed in certain ways without their knowledge and
opportunities to object.
GP Connect – providing access to the GP record for NHS 111 – has just
gone live. Yet that fully upholds PTV. Any information provided to
patients would have to explain why one records access scheme (FCS)
does not require PTV yet the other (GP Connect) does, and why FCS is
alone in not requiring PTV for access to the shared record amongst all
of our existing data sharing projects. For those few individuals that
even see such information, it will be profoundly confusing.
Permission to view – the seeking of explicit consent before accessing
the shared GP record – has always been the guaranteed way to ensure
that patients are informed before their record is accessed. It has been
the failsafe – the backstop, as it were. For very many patients, it will
have been the first time that they realised that information about them
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is made available in this way.
It is the very action that ensures “no surprises”. Without it we cannot
have any confidence that our patients will ever be effectively informed
about such access to their GP record by FCS, and consequently of their
right to object and control their data – before any such access takes
place.
Removal of permission to view profoundly impacts on the right to be
informed. There is a very high risk of confidential medical information
about a patient being accessed without their knowledge, their
permission, their understanding, and in the absence of any opportunity
for the data subject to object.
It should be noted that patients within NEHFCCG have not been written
to about this project (and so given the opportunity to opt-out), either
individually or on a “household” basis.
2. The Right of access
If a processor is used, how does the subject access the data held by the
processor?

N/A. The right of access lies with the GP record.
3. The Right to rectification
If a processor is used, does this extend to the data held by the processor?
Or is that data simply a reflection of the data held in the GP record (with its
own obligation to rectification)?

N/A. The right of rectification lies with the GP record.
4. The Right to object
Where does processing take place? Extraction/Uploading/Disclosure/Access?
Where does any objection or opt-out act?
Is there a granular objection/opt-out mechanism?

“You have the right to be informed about how your information is
used.
You have the right to request that your confidential information is not
used beyond your own care and treatment and to have your
objections considered, and where your wishes cannot be followed, to
be told the reasons including the legal basis.
The NHS also pledges: where identifiable information has to be used,
to give you the chance to object wherever possible.
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All staff have responsibilities to the public, their patients and
colleagues. You should aim to: inform patients about the use of their
confidential information and to record their objections, consent or
dissent.”
(NHS Constitution, Respect, consent and confidentiality)
"Despite an extensive information programme to inform the public in
Early Adopter sites about the SCR, many patients interviewed by the
UCL team were not aware of the programme. This raises important
questions about the ethics of an 'implied consent' model for creating
the SCR. The evaluation recommended that the developers of the SCR
should consider a model in which the patient is asked for 'consent to
view' whenever a member of staff wishes to access their record.
However, they and many other NHS patients wanted to be able to
control which staff members were allowed to access their record at
the point of care. Some doctors, nurses and receptionists, it seems,
are trusted to view a person's SCR, whereas others are not, and this
is a decision which patients would like to make in real time."
(Findings of the UCL Summary Care Record Independent Evaluation, 2008)

The right to object to processing is a fundamental right.
“Every individual shall have a right...to object at any time, on grounds
relating to his or her situation, to the processing of personal data
concerning him or her unless the controller demonstrates legitimate
grounds for the processing which override his or her interests or rights
and fundamental freedoms”
CoE Convention 108+
However, you can only object to something if you know it’s happening
or going to happen. And since patients cannot be in any way informed
about this processing, and the very safeguard to that, the backstop –
PTV – is deliberately absent, then they cannot reasonably object.
Permission to view gives the patient the opportunity to be informed
and to object to an individual, team, service, or entire organisation
having access to their whole GP record in this way. And they can make
that decision on each occasion that they are seen, and on each new
referral to any given service. They genuinely have granular control
over who can access their data.
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There may be an individual within a team that the patient does not
want to allow access to their GP record, perhaps a relative, neighbour,
or friend. PTV allows them to express that objection (whilst still
allowing others in the team, and other services within FCS, access to
their GP record if warranted).
A patient might be very happy for district nurses within FCS having
access to their GP record – but not a podiatrist. PTV affords them the
ability for such an objection.
Without PTV, that ability to object in that way – with genuine control is denied.
Patients can object to FCS having access to their GP record – but only
by expressing a widespread objection to all EMIS Web data sharing.
That then denies access to PTHC, NHS 111 (and in due course SECAMB
and NHUC), CHIE, and any future data sharing scheme using the API.
It becomes “all or nothing”. Everyone or no-one.
It's an illusion of choice.
And that is manifestly unfair.
If a patient has been referred to a particular service, understands that
his/her GP has provided all relevant and necessary information for that
clinical situation, and does not want the service to be able to access
further, detailed and wholly unnecessary information about them via
the shared GP record, then there is no reliable way to express that
objection and to ensure that any such objection would be respected.
In the absence of PTV, GPs cannot rely on:
• Remembering to ask every patient they refer if they object to the
FCS accessing their shared care record
• Remembering to put any such objection expressed, in writing,
within the referral letter
• Anyone at FCS actually spotting that objection in the referral letter
and ensuring that no-one accesses their shared record
It would be a wholly unfair burden for the GP to bear all responsibility
for ensuring and (somehow) enforcing the right of a patient to object
to the access of their shared GP record on a particular occasion.
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In some (albeit, rare) cases, referrals to specialist services can be
made without a written letter – on the telephone, for example.
Clinicians out with the GP surgery access the shared record under the
legal basis of Article 6(1)(e) – Official Authority. But that comes with
the right to object, and patients cannot object to the access of their
record, by that clinician, unless they are asked first.
And in many cases, a referral is made without an opportunity for the
GP to discuss records access with the patient at all (a “message” sent
to the GP to refer please, for example). Again, without PTV that means
the patient won’t be informed or afforded the opportunity to object.
Increasingly, referrals to community services are made by hospital
trusts upon discharge of the patient to their home. The GP has no
input into the referral and no opportunity to indicate to FCS whether
the patient objects to access to their GP record. You can be certain
that the hospital trust will neither have asked the patient or recorded
any objection within their referral.
“A hospital trust wishes to implement SCR viewing to support preoperative assessment clinics. To maximise the benefits of SCR viewing
they want care professionals to have access prior to the patient
attending their appointment. To facilitate this they include the
following information in pre-operative assessment clinic letters: ‘Prior
to your appointment your NHS Summary Care Record (SCR) will be
available to view by the hospital staff involved in your care, unless you
have previously opted out of having an SCR. Your SCR contains
important information from your GP record including medications,
allergies and any bad reactions to medicines.
If you do not want our staff to access your SCR please contact XX on
XX at least XX before your appointment date. For any patients that
contact the hospital and notify staff that they do not wish for their SCR
to be viewed a note is prominently recorded on the hospital system
and relevant paper records to ensure this request is fulfilled.”
Summary Care Record, Permission to View Guidelines
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Confidentiality policies
Patients – if so informed – can express a wish to their GP surgery to
mark certain items within their GP record as “confidential”. Such items
(e.g. a sensitive diagnosis) will then not be visible to any external
organisation outside of the GP surgery, via EMIS Web data sharing.
But patients can only express that wish when they know that they can
express that wish, and when they know that they need to express that
wish as
• their whole GP record is being made accessible, and
• there is no permission to view (i.e. contemporaneous objection),
and
• the alternative is to opt-out entirely from all EMIS Web data
sharing

Emergency/“break glass” access
If permission to view – explicit permission – is never being sought,
then there is no such thing as “emergency access” or “break glass
access”, as permission is never sought, either for an unconscious
patient or for a perfectly conscious patient with full capacity to decide
whether to permit access or to object to it.
Back to Index
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Things to think about
Surrender of control
A disclosure to another data controller = a surrender of control

The GP surgery retains full control of the processing. There is no
disclosure of information, but access to information.
We can turn such access on and off, as we see fit, directly within our
EMIS Web system.
In the ISA, mention is made of:
“Joint control with Frimley Health NHS FT as lead controller”
There are no “joint data controllers”, or data controllers in common.
OHG is the data controller for the GP record.
FCS is the data controller for their electronic record.
We can audit any access of a patient’s record undertaken via GP Connect
(via Audit Trails > Record Access > Event type = External
request). The organisation and user which the request came from is
(usually) within the 'User' column.

Unless permission to view is maintained, we will not be able to tell (or
indeed, record when we access the FCS EPR) whether such access was
made with the patient’s express permission or whether it was a “break
glass”/emergency access.
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Currently, a typical audit trail (for both PTHC accessing our records and
vice versa) clearly shows the justification on which such access occurred:

The same for users accessing GP records via CHIE (HHR):

In the absence of PTV we – as the data controller – will never be able to
identify patients whose GP record has been accessed in an emergency, as
the concept of “break glass”/emergency access (a justification under the
CLoC) goes out of the window with PTV is absent.

Do we have to do disclose?
What legislation mandates this? Is this just a contractual obligation?

No, we are under no contractual or legal obligation to allow FCS access to
our patient records database in this way. It is neither a legal nor a GMS
contractual requirement.
Back to Index

Can we do this without processing the data?
Can we do this, or process data, in a less intrusive way?
Is there a better way? Is this necessary (the most appropriate choice)?

We already share data in other ways – ways that offer data subjects
genuine control and respect their data rights (see later).
Back to Index
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Is this lawful?
●
●
●
●

Common law, and
Caldicott Principle 6, and
Article 5(a) GDPR, and
Any other relevant laws (e.g. PECR, Article 10 GDPR)

In my personal opinion, no, I believe the absence of PTV is a breach of
common law when the whole GP record is being accessed over and above
the relevant and necessary information already provided to that
organisation. I also suspect that it could be a breach of the HRA.
Back to Index

Is this ethical?
Is this fair?
“You need to stop and think not just about how you can use personal data, but
also about whether you should” (ICO)

“You should bear in mind ethical factors in addition to legal and technical
considerations when deciding whether to share personal data.”
When deciding whether to enter into a data sharing arrangement, you
should consider how that sharing would affect the individual’s information
rights, from an ethical stance.
Ask yourself whether it is:
• right to share that data in that particular way;
• the action of a responsible organisation;
• properly justified; and
• subject to clear and strong safeguards?”
(ICO, Data Sharing code of practice, draft for consultation)

The abject and deliberate denial of data subject rights, and any sense of
genuine control over their data (i.e. a genuine choice), cannot be ethically
right, and must be viewed as manifestly unfair.
Back to Index
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Is there a risk of reputational damage if we proceed with processing?
To the practice/To the profession/What would the GMC say?
What would our patients think?

Maintaining trust in doctors, and general practice, is vital if we are to
continue the level of doctor-patient relationship that facilitates disclosure
of sensitive, personal, confidential information from an individual seeking
health care to their healthcare professional.
“So, yes, the world is changing, the health landscape is changing, patients are
changing, but amongst all of this is one constant – our trust in our doctors.”
Trust: the Truth?
https://www.ipsos.com/sites/default/files/ct/publication/documents/2019-09/ipsosthinks-trust-the-truth.pdf

“The protection of personal data, not least medical data, is of fundamental
importance to a person’s enjoyment of his or her right to respect for private and
family life as guaranteed by Article 8 of the Convention (art. 8). Respecting the
confidentiality of health data is a vital principle in the legal systems of all the
Contracting Parties to the Convention. It is crucial not only to respect the sense
of privacy of a patient but also to preserve his or her confidence in the medical
profession and in the health services in general.
Without such protection, those in need of medical assistance may be deterred
from revealing such information of a personal and intimate nature as may be
necessary in order to receive appropriate treatment and, even, from seeking
such assistance, thereby endangering their own health and, in the case of
transmissible diseases, that of the community”
Z v. FINLAND - 22009/93 - Chamber Judgment [1997] ECHR 10 (25 February 1997)

https://www.bailii.org/eu/cases/ECHR/1997/10.html

Yes.
OHG prides itself on being a fair and profoundly transparent organisation
when it comes to data protection. Voluntarily proceeding with a project
that we know curtails data subject rights, and does not respect privacy,
will be to the detriment of our reputation.

Back to Index
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What are the consequences of not proceeding with this processing?
Can we mitigate against any negative effects?
Does it matter at all if we say no?

If we do not proceed with this processing, then we (and FCS) are in the
same situation that we are in now. FCS will still have access to relevant
and necessary information, it just won’t be via EMIS Web data sharing
and may need to be obtained outside of an established data-sharing
scheme, or via an alternative data-sharing scheme.
The Summary Care Record has just been expanded (at least temporarily)
and provides an opportunity for healthcare professionals from FCS to
have access to a great deal of information from the GP record.
With mandatory permission to view, ironically.
We have the ability to promote other data sharing projects.
We cannot mitigate against any negative effects whilst permission to view
is not the access model.
For our (few) district nurses, at least for the time being, this will have no
impact as they already have full records access directly when present
within one of our 3 surgeries.
Other services within FCS do not, however. But then, they never have.
There might be considerable advantages in being able to see patient
contacts by FCS, within the EMIS Web record, by OHG staff (e.g. GPs, the
ICT).
We want to allow such access to FCS, if it is unequivocally lawful, fair,
ethical, transparent, respectful of data subject rights, and provides “no
surprises” to our patients. We did not ask for PTV to be “disabled”.
Back to Index
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What about children?
A child’s personal data merits particular protection under the GDPR.
Fairness, and compliance with the data protection principles, should be central to
all your processing of children’s personal data.
If you profile children then you must provide them with clear information about
what you are doing with their personal data.
You must write clear and age-appropriate privacy notices for children.

If and when processing in this way occurs we will need to update our
privacy policies to make clear this route is in addition to established
records access by organisations involved in the delivery of direct medical
care.
Back to Index

How does this compare with other, similar data sharing projects?
Are there similar data sharing projects already in existence, even locally?
How does data protection in those projects compare with this project?

We are, or have been, already part of a number of highly-successful data
sharing schemes that provide, or provided, clinicians working in A&E, GP
out-of-hours (NHUC), extended GP access surgeries, and our local
hospice, access to information held in the electronic GP record.
We allow wide access to our (28,000+) GP records:
•
•

•
•
•

•

To Phyllis Tuckwell Hospice Care (PTHC), by the very same EMIS Web
Data Sharing, with permission to view strictly upheld
To NHS 111, SCAS (CCAS), and soon NHUC and SECAMB, by the very
same EMIS Web Data Sharing (via GP Connect), with permission to
view strictly upheld
To any organisation across England via the National Summary Care
Record (SCR), with permission to view strictly upheld
To NHUC providing extended hours services (Remote Consultations),
with permission to view strictly upheld
To Salus (providing enuresis services), where we seek permission to
view, from the parent, for Salus to access their child’s GP record as
part of the referral
Via CHIE, again where permission to view remains in force (“Where
practical users should ask the patient before accessing CHIE”),
although the CSU has muddied the waters slightly there with equivocal
guidance
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We upload information to the National Summary Care Record and can
“enrich” those records with additional information – with the explicit
consent of the patient.
We also provide our local ambulance organisation (SECAMB) with relevant
information on high-risk or vulnerable patients – again, with their explicit
consent.
All such schemes rely upon explicit consent to share the GP record
(either permission to view or explicit consent to enable viewing in
the first place).
In particular, the National Summary Care Record has good guidelines on
“Permission to View” which should be applicable to all such shared records
(See Appendix 2).
It should be noted that NHS Digital has used legal powers to rapidly:
•
•

Mandate the connectivity of GP practices to NHS 111, to enable
records access by clinicians working for NHS 111or CCAS
Mandate the conversion of all “core” Summary Care Records to
“Enriched” Summary Care Records, so that clinicians (e.g. in A&E)
accessing the SCR will have a great deal more information to hand

What prevents these actions being a data protection, and data privacy,
disaster, is that in both permission to view is strictly upheld, so
mitigating against the fact that patients have had no opportunity to be
informed or object.
Increasing numbers of our patients have secure online access to their GP
record – allowing them to share this information with anyone else,
anywhere in the world, and under their absolute and total control.
We produce a number of factsheets for our patients about the various
data sharing schemes. Were PTV to be upheld, we could produce clear
information for patients.
I have written a proposed factsheet for such an eventuality, which can be
accessed via Appendix 1.
Back to Index
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Article 35(7)(c)
● Risks to data subjects
What are they?
Function creep?
Breach of privacy/confidentiality?
Inability to control data?

The right to be informed (before any access takes place).
The right to object (to access by specific individuals, or specific teams, or
specific organisations, or for specific purposes/situations).
Data minimisation – unnecessary, excessive, irrelevant and (potentially)
deliberately withheld information being made available to an organisation
or individual, or for a given purpose, when that data subject would have
objected (had they known and been asked first).
All adding up to the near total absence of control by the patient over their
personal confidential data.
The possibility of a breach of the Common Law of Confidentiality.
The possibility of a breach of Article 8 of the Human Rights Act.
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Article 35(7)(d)
● Measures to manage, reduce or eliminate risks
What can we do?
What safeguards or measures would mitigate the risks?

Permission to View, as detailed in this DPIA, mitigates against all the
identified risks.
The strict adoption of “Permission to View” (PTV) would ensure
compliance with the CLoC, with GMC and BMA guidelines on shared record
access, and the principles expressed by the NDG.
It ensures that we uphold the data subject’s right to be informed, the
right to object, and the right not to be surprised by how their personal
confidential data is being used.

Back to Index
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Conclusion
● Article 36 – Need for prior consultation with the ICO
Do we need to?
Can we disclose, and do we want to disclose?

This DPIA has raised serious data subject risks, as well as the possibility
of unlawful processing. No mitigation is possible, because the only
mitigation that will effectively reduce those risk is Permission to View
being upheld as a fundamental data protection safeguard.
The CSU have previously stated, when challenged about the absence of
PTV in a proposed LHCR:
“The practice’s requirement for explicit consent to view patient data at the
point of care cannot be supported. (To do so would be inconsistent with
common law, authoritative guidance and GDPR)”
Consultations
There has been no consultation by Frimley Community Services, either
with GP practices (as data controllers) or their patients, as to the absence
of permission to view (in stark contrast to every other data sharing
scheme currently subscribed to by our practice, which upholds PTV), and
the effects on data protection, data privacy, data subject rights, and trust
in the NHS to process their personal confidential data fairly.
We, as the GP surgery, have not been afforded any opportunity to consult
with our patients, notwithstanding that it would be virtually impossible to
do that in the midst of a pandemic.
The NHS Constitution
The deliberate absence of PTV goes against all the respective rights and
pledges.
Patients cannot realistically be informed about this use of their personal
confidential information – unless PTV is in force.
Patients cannot exert their right to object (except for a total opt-out of all
data sharing for direct care) – unless PTV is in force.
NHS Staff cannot “inform patients about the use of their confidential
information and to record their objections, consent or dissent” if they are
not required to seek permission to view, if only once, for that patient.
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The Common Law of Confidentiality
Not seeking the permission to view of the patient – if needs be, just once
(enduring) – means that any resulting access to their whole GP record,
when all relevant and necessary information has already been provided
within the referral, is – in my opinion – a breach of common law.
There is no reasonable expectation by patients that their whole GP record
could be directly accessed by many hundreds of people in an organisation
external to their GP practice, without their permission and without any
opportunity to object to that particular access.
PTV absolutely ensures compliance with the CLoC.

The Human Rights Act
Not seeking the permission to view of the patient – if needs be, just once
(enduring) – means that any resulting access to their whole GP record, in
the absence of the patient’s knowledge and of any right to object to that
access, represents – in my opinion – a breach of Article 8 of HRA.
PTV absolutely ensures compliance with Article 8 of HRA.
Data Minimisation - Article 5(1)(c)
The whole GP record is being made available to many hundreds of FCS
staff. Such disclosure is unnecessary when all relevant information should
have already been provided within the referral process.
Permission to View mitigates against such access, as the patient if
afforded the opportunity to be informed, to have explained why access to
the whole GP record is needed and afforded the ability to say “No” (to
object).
Data Protection by Default
This is absolutely not the case.
But it would be were PTV to be maintained.
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The Right to be Informed
We are being asked to process such data immediately, without any
opportunity to consult with our patients.
We cannot inform our patients about such intended processing in any
effective or comprehensive manner.
The absence of PTV removes the very safeguard against processing of
personal data without the knowledge of the patient.
Where access has (rarely) occurred, for the first time, under a “break
glass”/emergency scenario, no record of this is made as the PTV box
would not be used. We therefore cannot monitor such access.
PTV is the very mechanism that ensures that the patient has been
informed about such processing before their GP record is first accessed by
FCS. It is also the mechanism that allows us, as the data controller, to
identify occasions where emergency access has occurred.
The Right to Object
Without being informed, our patients are not afforded the opportunity to
object. You cannot object to something if you don’t know it’s happening.
The absence of PTV means that personal confidential data about a patient
will be processed without their ability to object:
•
•
•
•

to a given individual,
and/or a given team
and/or or a given service
and/or the entire organisation

They will have no control over their data.
The only route available to the patient is to opt out of all data sharing
completely. They have no choice.
Article 5(1)(a) – Lawfulness, Fairness, Transparency
Processing data in a way that breaches either the common law of
confidentiality, or Art8 of HRA, will itself be a breach of Article 5(1)(a).
Without the right to be informed, there can be no transparency of
processing.
Patients cannot object to FCS accessing their whole GP record – because
they will never be asked if they object. Their only option is to opt out of
all such data sharing schemes completely.
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The absence of PTV means that such processing is demonstrably and
manifestly unfair.

There is no technological, or administrative, or procedural reason why
PTV, or ensuring PTV, is absent.
PTV does not hinder lawful, fair, proportionate, ethical, rights-upholding
data sharing. It does not put “barriers” to data sharing.
To the contrary, asking the patient before accessing their shared record
ensures that both the clinician and the GP surgery allowing such access is
complying with lawful, fair, and ethical data processing.
It is not “complicating” to ask a conscious patient, with capacity, in front
of you, or at the end of a telephone, or by email, or by text, if they mind
their GP record being accessed for a particular reason.
It is straightforward for enduring PTV to be recorded and made clearly
apparent to all within a team, service, or organisation.
Permission to view mitigates, to a significant level, against:
•
•
•
•

failure of the data subject to be informed
failure of the data subject to be afforded the opportunity to object
the provision of confidential data far in excess of that necessary for a
particular clinician’s needs (data minimisation)
a patient being “surprised” as to how his/her information is being used

It actively mitigates against risks inherent in enabling access to the whole
GP record.
There is a very real risk that knowingly signing up to and supporting such
a system (even if the ICO determines it to be “lawful”) will further erode
and jeopardise our patients’ (i.e. public) confidence in general practice’s
ability to hold, safeguard, and share patients’ confidential medical
information in a fair, justifiable, and lawful manner, and fully respectful of
their data subject rights.
It will categorically hamper trust.
It is not right, and is possibly unlawful, to share data in this particular
way.
It would not be the action of a responsible organisation.
It would not be justified.
It is not subject to clear and strong safeguards – we cannot uphold data
subject rights.
Back to Index
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Sign Off
Item
Measures approved by:

Residual risks approved
by:

DPO advice provided:

Name/date

Notes

Dr Neil Bhatia, IG lead.
No further actions
required, DPIA is
complete as of April 26th.
Dr Neil Bhatia, IG lead.
Residual risks remain
high as no mitigation
without PTV exists.
Consultation with the ICO
will be required.
Dr Neil Bhatia

Integrate actions back
into project plan, with
date and responsibility
for completion
If accepting any residual
high risk, consult the ICO
before going ahead

DPO should advise on
compliance, measures to
reduce risks, and
whether processing can
proceed

Summary of DPO advice:
As per the conclusion of this DPIA.
The surgery, as data controller, will need to consult with the ICO in accordance
with Article 36.
There are high risks to such processing that cannot be mitigated.
Those risks have been clearly identified and documented in the DPIA.
Compliance with common law is uncertain, and it is entirely possible that
providing records access, to the entire GP record, in this way, without PTV, could
represent a breach of confidence.
As such, a breach of the common law of confidentiality is a breach of Article
5(1)(a) and any such disclosure would result in a personal data breach.
Processing cannot go ahead without ICO approval and/or advice.
DPO advice accepted or
overruled (partnership
majority decision)

Accepted at partnership
meeting on April 21st and
reaffirmed at the
partnership meeting on
1st May

If overruled, you must
explain your reasons

Comments:
At the partners’ meeting on April 21st , Dr Neil Bhatia explained what the final
outcome of this DPIA would be, once completed, and the persistent high risks
that would be documented (and which could not be mitigated). Such risks had
been previously detailed (and were identical) in a DPIA for another “no PTV”
data sharing project (though that particular DPIA did not proceed further).
The partnership expressed their unanimous desire to pursue such processing
(i.e. bidirectional records access).
The partnership did not wish to abandon the project.
The partnership voted by majority to:
•

57

Proceed with the Article 36 referral to the ICO once the DPIA was
complete (the DPIA was formally referred on April 26th)
v1.2

Dr Neil Bhatia, OHG

Data Protection Impact Assessment (DPIA)
Frimley ICS Community Services (No PTV) – EMIS Web
•

In the meantime, to ascertain whether is would be permissible to initiate
the necessary infrastructure/IT proceedings so that the surgery is in a
position to “go live” with such processing when the ICO returns with their
decision. Dr Robinson subsequently agreed to ring the ICO on Monday to
clarify this.

At the partnership meeting on 1st May, and following distribution of the finalised
DPIA and its referral to the ICO, the partners reaffirmed the decisions previously
made:
•
•
•
•

the desire to enable such records access
acceptance that high risks to processing remained
the need to await the ICO’s decision on whether prior consultation was
necessary (imminent)
and if prior consultation was initiated, that we will need to await the
outcome of any such consultation (it was recognised that this might take
some weeks)

Advice from the ICO helpline confirmed that whilst we could set-up the IT and
necessary infrastructure for the project, we could not allow any such processing
to actually occur before the ICO had responded (i.e. no records access).
Consultation responses
reviewed by:

No patient consultations
were sought.
The DPIA outcome
reflects the views of the
NDG, the GMC, and the
BMA.

Comments:

Neither Frimley ICS
Community Services nor
this surgery has sought
the views of individual
patients on GP records
access in the absence of
PTV.

This DPIA will be kept
under review by:

Dr Neil Bhatia, IG lead.

If your decision departs
from individuals’ views,
you must explain your
reasons

The DPO should also
review ongoing
compliance with DPIA

Dr Neil Bhatia

GP, IG/FOI/Records Access lead, Caldicott Guardian, DPO
Oakley Health Group

Date: 16.05.2020
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Addendum 22.05.20
Despite the Article 36 referral, the partnership voted 5:2 (in the absence
of Dr Bhatia), and against the advice of the DPO, to withdraw from the
Article 36 consultation and proceed instead with processing.
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Appendix 1 – N/A
N/A
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Appendix 2 – SCR Permission to View Guidelines

SCR Permission to
View Guidelines
https://digital.nhs.uk/binaries/content/assets/website-assets/services/summary-care-record/scrpermission-to-view-guidelines.pdf

61

v1.2

Dr Neil Bhatia, OHG

Data Protection Impact Assessment (DPIA)
Frimley ICS Community Services (No PTV) – EMIS Web

Appendix 3 - Explicit Consent/PTV in other shared records

The National Summary Care Record
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EMIS Web Remote Consultations (Extended Access GP appointments)

EMIS Web Records Sharing (Phyllis Tuckwell Hospice)

Healthcare Gateway’s MIG – Adastra (GP out of hours record sharing)
Accessing records
Only health and social care (HSC) staff treating you can access the NIECR for
your Emergency Care Summary Record. They'll ask for your permission first.
NI, Emergency Care Summary Record
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Who can look at my Emergency Care Summary?
• NHS staff can look at your Emergency Care Summary on
computer if they need to treat you when your GP surgery is
closed. They must ask you if you agree to this before they
look at your information.
• If you are unconscious, NHS staff may look at your Emergency
Care Summary without your agreement. This is so they can
give you the best possible care.
Scotland, Emergency Care Summary

Royal Pharmaceutical Society, Using EHRs Professionally
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“the GP Connect tab presents a permission to view qualifying question similar to
Summary Care Record. Clinicians will seek permission and select Yes, No or
Emergency. The response to this is recorded in the Event list of the case for
historical reviewing/audit purposes.”
GP Connect, HTML Records Access
SCAS NHS 111

Viewing a patient record within EMIS Web using GP Connect
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Your Care Connected
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Surrey Care Record

•

Informed implicit consent to share

Oxfordshire residents were informed by direct mailing of the intent to share
their information via the Oxfordshire Care Summary in March 2012; they
are able to opt out if they wish, by means of a Read code being added to
their GP record.
NOTE: change in consent status can be made at any time: a signed form
must be submitted to their GP
•

Explicit permission to view

Patients will be asked their permission before a clinician views their
Oxfordshire Care Summary, unless they are unable to do so and the
clinician deems it clinically justified to view without permission.
•

Break glass

Where the patient is unable or unwilling to give permission, and there is a
clinical justification for accessing the OCS, the clinician may access the
OCS without permission, but must be able to account for their actions. This
is known as a break glass incident and will be investigated.
Oxfordshire Care Summary
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Connect Care

Bolton Care Record

We will not make or keep any copies of the record created once the enquiry is complete.
Only approved staff can log on to My Care Record. As the patient you will be asked for
your permission for the record to be viewed and all access is logged so we can track
precisely who has accessed the record and for what purpose.
My Care Record (Herts and Essex)

Kingston Care Record
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Manchester Care Record

Stockport Health and Care Record

Salford Integrated Record

Sutton Integrated Digital Record
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Connected Nottinghamshire

The Local Care Record

Cheshire Care Record
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East London Patient Record (eLPR)

Share To Care
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The North Staffs and Stoke-on-Trent Shared Record

The Integrated Doncaster Care Record (iDCR)

The Great North Care Record
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The Local Shared Care Record (Devon NEW)

Healthcare staff will ask for your permission when they need to view your JUYI record, however
there are circumstances where the care professional looking after you will not need to check with
you before accessing your information, for example if you are unconscious or if you are not present.
The information will be used only by authorised health and social care professionals directly involved
in your care. Your permission will be asked before the information is accessed, unless the clinician is
unable to ask you and there is a clinical reason for access. These records will be used only for the
purpose of enabling informed care to be supplied directly to you as an individual.
Gloucestershire Care Record (JUYI) (GP surgery “permission form”)

Derbyshire Shared Care Record (MIG)
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Camden Integrated Digital Record (CIDR)

Northwest London Care Information Exchange

Bolton Care Record
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Sutton Integrated Digital Care Record

My Care Record works on a “consent at the point of care” basis so opting out isn’t strictly necessary,
as the patient will always be asked, at the point of care, if they consent to their record being viewed.
If the patient does not agree the record is not viewed.
My Care Record (Bucks)

You will be asked for your permission to view your record each time you come into contact with a
registered health and social care professional and only the parts that are relevant and necessary will
be visible. Every time a record is accessed the identity of the reader is recorded. You can request
details of all the people who have accessed your record. Staff can be asked to give a reason why they
have viewed your record and the Organisation’s disciplinary policy will be applied if appropriate.
Trafford Co-ordination Centre (TCC)
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Somerset Integrated Digital electronic Record (SIDeR)

You will be asked directly to give your explicit consent, at the point of contact, for your record to be
viewed. You can say “yes” or “no”; the consultant/Doctor will only view your record if you say yes.
You will be asked beforehand for permission by the assessing healthcare professional each time your
record is viewed. The healthcare professional is only viewing your record; they are not downloading,
amending or storing any of your data. This means that when they close your record it is no longer
accessible.
If you are unable to give consent, for example if you are unconscious and it is deemed vital, then a
healthcare professional may view your record in order to be able to provide appropriate care for you.
In this situation, the healthcare professional must state a reason consent has not been obtained (e.g.
patient is unconscious), this is logged in the system and is fully auditable.
Before any information is collected or displayed to a care professional, that professional must have
your consent to view your record. Your consent is recorded on the system so that we know exactly
who has accessed what information and when.
The Wirral Health Information Exchange
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Microtest Guru (Cornwall local shared care record)

Liverpool iLinks (“We share because we care”)

The Bradford & Airedale Integrated Digital Care Record (IDCR)
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Barnsley Shared Record

A new project called ‘Share for You’ is being implemented across all health and social care
agencies in the Rochdale borough which allows the full records to be securely shared from
the GP surgery to the hospital or clinic setting systems, once the patient has granted their
permission.
When a patient’s records are requested, it collects the information from the different systems
and shows the information to the requester. None of the information it collects is stored and
none of it can be changed. Because it collects the information only when it is needed, the
information is always accurate and as up to date as possible.
Before any information is collected or displayed to a care professional, patient consent must
be provided. Patient consent is recorded on the system in an Audit trail so that it is
accessed only on a need to know basis and no information is stored or saved within any
other setting.
Information about Share for You is being shared in health and social care settings including
GP practices, hospitals and clinics.
Share for You

Shared care records have processes in place to ensure the correct
records are matched, that patient consent is addressed, that records
can only be viewed by clinicians and care professionals with the right
authority to view and that data is secure and safe.
Graphnet, Digital Shared Care Records in Context: The National Strategy
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Lancashire Patient Record Exchange Service

Data accessed under this agreement is subject to explicit consent
from the Data Subject where this is practical. If a health care
professional requires access to a data subject’s record and they were
unable to obtain consent, they must only access the record where it
is of clinical benefit to the patient to do so. This may apply in cases
where a data subject is not present or unresponsive or access to
their record is required in order to prepare for a consultation with
that data subject. Where appropriate, the data subject should be
informed that their record has been accessed and the reason why.
In cases where a patient is unconscious, requires emergency
treatment or lacks capacity either temporarily or in line with the
Mental Capacity Act 2005 and access to the CHIE would benefit the
patients care, the users of the CHIE, who are care professionals, will
use their judgement about accessing the information.
CHIE (Hampshire Health Record)
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“We will obtain your explicit consent (permission) to share your detailed
electronic health (and where applicable social care) record to anyone that
cares for you. By providing your permission, we make your record available to
all NHS commissioned services and local authorities providing health and social
care services, using the clinical record computer system, SystmOne. This allows
for anyone at these organisations who have the appropriate controls to
retrieve your electronic record, once you are registered for care. However,
these individuals should only legitimately access your record to provide you
with care services. They must also record your permission to view your
record.”
SystmOne fair Processing Notice: where GPs set Explicit consent to make your
record available to all organisations for direct care purposes

We assume that you are happy to share your detailed electronic health (and
where applicable social care) record to anyone that cares for you. We
therefore make your record available to all NHS commissioned services and
local authorities providing health and social care services, using the clinical
record computer system, SystmOne. This allows for anyone at these
organisations who have the appropriate controls to retrieve your electronic
record, once you are registered for care. However, these individuals should
only legitimately access your record to provide you with care services. They
must also record your permission to view your record.
SystmOne fair Processing Notice: where GPs set Implied consent to make your
record available to all organisations for direct care purposes

Providing consent to view
When you start receiving care from a care service (that uses SystmOne), you have the
right to either agree or disagree that they may view your SystmOne record. The health
or social care professional seeing you should ask your permission for them to view your
electronic record.
If you answer YES: That care service will be able to view information recorded on your
electronic record by other care services (excluding any data you have requested to keep
private (see below)).
If you answer NO: That care service will not be able to see any information recorded
anywhere else (even if your record has been set to share from any other care services).
As a patient, you have control over who can see your health information. Even if you
give permission on one occasion, you can still change this at any time.

SystmOne Patient Guide
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Response from the National Data Guardian
3rd Floor
1 Trevelyan Square Boar Lane Leeds LS1 6AE
ndgoffice@nhs.net
Our ref: 299
31 January 2019
Dear Dr Bhatia

Thank you for contacting my office regarding the issues of permission to view and local shared
records.

The review I published in 2016 confirms that while there is a low level of public awareness of
how health and social care information is used, people have an expectation that information is
shared for direct care. Indeed, there is a duty on health and adult social care organisations to
share information when it will facilitate care for an individual. This is in line with the seventh
Caldicott Principle, that ‘the duty to share information can be as important as the duty to
protect confidentiality’.

You are quite correct in stating in your correspondence with my office that my 2016 and 2013
reviews re-iterated the Caldicott Principles, and that only relevant information about a patient
should be shared between health professionals in support of their care. Both took the position
that explicit consent should be obtained before accessing someone’s whole record.

You asked whether I believe that withdrawal of permission to view for a local shared record
scheme could be a breach of the common law. It is important to be clear that as National Data
Guardian I am not empowered to make rulings on the law, which is a role of the courts and I am
not providing legal advice to you.

However, as you know, I have emphasised the principle that there should be no surprises for
the individual concerning who has had access to information about them. Even when
information is being shared for direct care, it is vital therefore that information is made readily
available to patients explaining how their information will be shared, and that they have the
right to object.

In the material that you have sent us, you highlight an issue that my panel and I have seen
occurring in a number of places this year, namely confusion between the requirement of GDPR
and the common law, particularly on the issue of consent. I agree that when confidential
patient information is being shared the requirements of both GPDR and the common law should
be considered. I also agree that even where consent is the basis on which the duty of
confidentiality is set aside, it is not necessarily the case that consent is
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1
the appropriate GDPR basis for processing. I do appreciate that this is a complex message for
some in the health and care system to absorb. I believe some further clarification of this would
be extremely helpful, and intend to consider how this might most usefully be obtained during
2019-20.

Currently an important forum where issues that you raise are of great relevance is the work
being undertaken to develop the IG Framework for the Local Health and Care Record
Exemplars. We are engaging with that programme over a number of points such as these which
we agree should be made clear within that framework. You may find it useful to approach the
programme directly with your comments.

With kind regards

Dame Fiona Caldicott, MA FRCP FRCPsych
National Data Guardian for Health and Social Care

Back to Index
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Response from the General Medical Council
In reply please quote: SR1-2162152868
Dear Dr Bhatia
Thank you for your email highlighting the concerns that you have about the new
scheme that your hospital trust intends to put in place.
Your first question asks if withdrawal of permission to view is in breach of the
common law. It is out of our remit to give advice on the law. And we’re unable
to comment on the specific service models. But what I can do is set out the
areas of our guidance which apply to the situation you have outlined. I hope
this is helpful.
In our confidentiality guidance we say that appropriate information sharing is an
essential part of the provision of safe and effective care. Most doctors work as
part of healthcare teams, and doctors and other practitioners need access to
relevant, accurate and up-to-date information about patients to enable the
provision of safe and effective care.
This is not however at the expense of patient confidentiality. As you have
highlighted in your enquiry there should be no surprises to patients when it
comes to the use of their data for their healthcare. The usual basis for accessing
or sharing information to support the care of the patient is consent (whether
that is express or implied). For the most part patients understand and expect
the sharing of information for the provision of their care and we therefore
advise doctors that they can rely on implied consent for information about
patients to be appropriately shared within the direct care team as long as:
Information is being shared to provide or support a patient’s direct care.
Information is made readily available to patients explaining how their
information will be shared, and that they have the right to object.
The doctor has no reason to believe the patient has objected.
Anyone to whom information is disclosed understands that it is given in
confidence, and that they are bound by the legal duty of confidence.
You can find this advice in our guidance Confidentiality: good practice in
handling patient information (see in particular paragraphs 26-29).
The key point, again, is that there should be ‘no surprises’ for the patient. If a
doctor suspects a patient would be surprised to learn about how they are
accessing or disclosing their personal information, we say the doctor should ask
for explicit consent unless it is not practicable to do so. And accessing health
records on a shared system is an example of when this might apply.
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Implied consent under GDPR
We are not an authority on data protection law, and cannot give legal advice,
but we do recognise that the common law duty of confidentiality and GDPR are
separate legal frameworks, and that data controllers need to consider consent
separately under the different frameworks.
The standard of consent under the GDPR is higher than under the common law
of confidentiality and it will not always be appropriate for data controllers to rely
on consent under GDPR as a condition for processing health data. For example,
implied consent is an accepted concept under the law of confidentiality, but it is
not a sufficient basis for sharing personal data based on consent under the
GDPR. However, the GDPR does provide alternative conditions for processing
data which are likely to be more appropriate in a health context.
This means that a data controller may be relying on different legal justifications
for disclosing information under the common law duty of confidence and under
the GDPR. It also means that doctors can continue to share information on the
basis of implied consent if the conditions set out in paragraphs 28 and 29 (for
direct care) and 96 (for local clinical audit) of our guidance are met. However
those conditions are not met, the doctor should be seeking explicit consent to
access a patient record unless it is not practicable to do so (for example, in an
emergency), or there is another legal justification for accessing the information.
Lastly, I hope it is not inaccurate to summarise your second and third question
as asking if doctors will be find themselves in difficulties with the GMC if they
access or input information into a system which they do not believe meets the
standards set out in professional guidance and/or the law.
Unless they have a role in commissioning or managing IT systems, we do not
expect doctors to assess the security standards or legal compliance of the
systems provided for them to use in managed healthcare environments.
However, we would expect a doctor to raise concerns in line with our guidance
about any information governance concerns they had (Confidentiality, paragraph
124).
In terms of the concern you express about doctors being subject to complaints
as a result of using information systems that they think don’t meet legal and
ethical standards, I can appreciate why this might be a source of anxiety.
However, as a general point of reassurance, all complaints we receive are
considered on their individual facts and we are able to take account of the
particular circumstances surrounding a doctor’s decisions and actions. Doctors
who make decisions based on the principles in our guidance (including the
guidance on raising concerns) will be in a good position to justify their actions if
challenged.
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I hope that the above sets out our position in relation to the questions you have
raised. If you have further questions, please let us know and we will answer
them within the context of our guidance.
Kind regards
Emma Blankson
Policy Officer
General Medical Council
Back to Index
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Response from the UK Caldicott Guardian Council
“The UK Caldicott Guardian Council is embedded in the National Data
Guardian’s office. The UKCGC has been consulted by Dame Fiona on
the matter of your enquiry and agrees with and supports her response
to you.”
Back to Index
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